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1 Introduction 

1.1 Purpose 
The purpose of this document is to give a high level overview of the security server and how to access the FASAMS Web 

Services.  

There are two major concepts discussed: 

• FASAMS Security Server – Basic description and example of requesting an access token. 

• Accessing FASAMS Web Services – How to include the access token as a header when making requests to the 

portal web services  

1.2 Scope 
This document is intended for software engineers with a basic background and understanding of the following concepts: 

• RESTful Web Services 

• JSON 

• OAuth2/OpenID Connect 

1.3 References 
The following table provides a list of reference web sites. 

Document Name Link/Location 

FASAMS Security Server https://fasams-sts-uat.myflfamilies.com/ 

FASAMS Portal Web Services https://fasams-uat.myflfamilies.com/ 

RESTful Web Services https://stackoverflow.com/questions/3636330/what-are-restful-web-services 

OAuth https://oauth.net/ 

OpenID https://openid.net/ 

1.4 Terms and Acronyms 
The following tables provide a list of business and technical acronyms/terms used in this document. 

Acronym/Term Definition 

FASAMS Financial and Services Accountability Management System 

JSON Javascript Object Notation - https://www.json.org/ 

JWT JSON Web Token 

2 FASAMS Security Server 

2.1 Overview 

https://fasams-sts-uat.myflfamilies.com/
https://fasams-uat.myflfamilies.com/
https://unite.feisystems.com/projectdashboards/BIRD/Lists/Glossary/AllItems.aspx
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The FASAMS Security Server is the endpoint that provides authentication services for the FASAMS federated security 

environment. Before a web service call can be made to the FASAMS Portal, the application must first request a JWT 

access token from the security server. This server supports the majority of the grant types / authentication flows defined 

by OAuth2 and OpenID connect. 

The recommended flow for accessing the web services is the Resource Owner Password Flow. To receive a token from 

the server, a forms post must be sent.  An example is shown below. 

POST  https://fasams-sts-uat.myflfamilies.com/identity/connect/token 
Content-Type: application/x-www-form-urlencoded 
Host: https://fasams-sts-uat.myflfamilies.com 
Content-Length: 137 
Expect: 100-continue 
Connection: Keep-Alive 
 
client_id=fasams&client_secret=fasams&grant_type=password&username=subonly&password=password&scope=Identi
tyServer%3AUserAccountServices 
 

The response will contain the access token: 
 
HTTP/1.1 200 OK 
Cache-Control: no-store, no-cache, max-age=0, private 
Pragma: no-cache 
Content-Length: 1568 
Content-Type: application/json; charset=utf-8 
Server: Microsoft-IIS/10.0 
X-AspNet-Version: 4.0.30319 
X-SourceFiles: =?UTF-
8?B?QzpccHJvamVjdHNcQklSRFxQaWxsYXIuU2VjdXJpdHlTZXJ2ZXJcUGlsbGFyLlNlY3VyaXR5U2VydmVyXGlkZW50aXR5XGNvbm5lY
3RcdG9rZW4=?= 
X-Powered-By: ASP.NET 
Date: Mon, 11 Jun 2018 13:18:22 GMT 
 
{"access_token":"eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiIsIng1dCI6IjZvNWVYYzZBcmVPWFZqdEFWZDRrRTl6OHZGWSIsImtp
ZCI6IjZvNWVYYzZBcmVPWFZqdEFWZDRrRTl6OHZGWSJ9.eyJpc3MiOiJodHRwczovL2xvY2FsaG9zdDo0NDMzMy9JZGVudGl0eS8iLCJh
dWQiOiJodHRwczovL2xvY2FsaG9zdDo0NDMzMy9JZGVudGl0eS9yZXNvdXJjZXMiLCJleHAiOjE1Mjg3MjY3MDIsIm5iZiI6MTUyODcyM
zEwMiwiY2xpZW50X2lkIjoiZmFzYW1zIiwic2NvcGUiOiJJZGVudGl0eVNlcnZlcjpVc2VyQWNjb3VudFNlcnZpY2VzIiwic3ViIjoiN2
I0NGVlNzUtN2Y3NC00MTMxLWEzYmItZTYyMDA2ZGNmNzFhIiwiYXV0aF90aW1lIjoxNTI4NzIzMTAyLCJpZHAiOiJpZHNydiIsInVwZGF
0ZWRfYXQiOjE1MjcxMjE2NjcsInRlbmFudCI6ImRlZmF1bHQiLCJwcmVmZXJyZWRfdXNlcm5hbWUiOiJzdWJvbmx5IiwiZW1haWwiOiJl
cm90aEB2dC5lZHUiLCJlbWFpbF92ZXJpZmllZCI6InRydWUiLCJodHRwOi8vc2NoZW1hcy54bWxzb2FwLm9yZy93cy8yMDA1LzA1L2lkZ
W50aXR5L2NsYWltcy9uYW1lIjoic3Vib25seSIsInJlbWFpbl9kYXlzIjoiNTgxLjI5ODIwNzA1MDk4IiwiYW1yIjpbInBhc3N3b3JkIl
19.jRYBASmMgepIGPvilHoOyGsMQFEOLBfrCao19iwoA95Ov0fKxgZOyL7Xh7QnqwRexmNrY5aNu064aQashWAJeG8n2HZYSxjY1tm46X
TpOvzS9YPcQMlwrT5yB_dzORyxNRwaA3gyu68aqdRDur992TpsTv8eBh9quq_C7WxW5p3H---
mm1LACNp4bGvjeMRGmKJqt3rcvAqvv1ltwwU-EDnhmH9eS7RljflSreaqbskXq3Ma_3NzK8eHTS_py0d8i5Hx-
luGu71kAXx5akLOYWtFRVASJHgVaVW4l4SiJ9Fx10SvFPbCfMP09YAmUoJ368dhfFPbS_s0UY4HO769lLDVvysxfbDLuQF9MIJzeyXHRC
64RlVchGspH0eHpNl76XQHMGV6tsG-9jEltBmRKGXJ-
4MMHY3438UovKqH9029dA1WzOUAVQVZ595DeQyIsNpOTWGx_90Qb7DYQPJ73051b7gEWV7wu-WsS-
oKiFIanC26x0Wl0geD6mqky8zWdSXQgauh-VhGSLAyqUVoRFgYnoMFKJMB_GPBteMJJBXUbifxUCEk-
nrTz5EhjOkwIKr2f2tmKs5kv3vPkiKVcEhBubi1XFGkHaTTyfYiWwdqUV6riZle_4g1QOheGfwpMz5L3w1fuyGMW30zFd3embxAmga0WF
hPM7t-7O8vevE","expires_in":3600,"token_type":"Bearer"} 

2.2 FASAMS Security Server Endpoints 
Issuer: 

https://fasams-sts-uat.myflfamilies.com/Identity/ 
 

Jwks Uri: 
https://fasams-sts-uat.myflfamilies.com/Identity/.well-known/jwks 
 

Authorization: 
https://fasams-sts-uat.myflfamilies.com/Identity/connect/authorize 
 

Token: 

https://fasams-sts-uat.myflfamilies.com/identity/connect/token1
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https://fasams-sts-uat.myflfamilies.com/Identity/connect/token 
 

Userinfo: 
https://fasams-sts-uat.myflfamilies.com/Identity/connect/userinfo 
 

End Session: 
https://fasams-sts-uat.myflfamilies.com/Identity/connect/endsession 
 

Check Session Iframe: 
https://fasams-sts-uat.myflfamilies.com/Identity/connect/checksession 

 
Revocation: 

https://fasams-sts-uat.myflfamilies.com/Identity/connect/revocation 
 

Scopes Supported: 

• openid 

• profile 

• roles 

• email 

• phone 

• IdentityServer:UserAccountServices 
 
Claims Supported: 

• sub 

• remain_days 

• http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name 

• preferred_username 

• name 

• family_name 

• given_name 

• middle_name 

• nickname 

• profile 

• picture 

• website 

• gender 

• birthdate 

• zoneinfo 

• locale 

• updated_at 

• role 

• http://schemas.microsoft.com/ws/2008/06/identity/claims/role 

• email 

• email_verified 

• phone_number 

• phone_number_verified 
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Response Types Supported: 

• code 

• token 

• id_token 

• id_token token 

• code id_token 

• code token 

• code id_token token 
 
Response Modes Supported: 

• form_post 

• query 

• fragment 
 
Grant Types Supported: 

• authorization_code 

• client_credentials 

• password 

• refresh_token 

• implicit 
 
Subject Types Supported: 

• public 
 
Id Token Signing Alg Values Supported: 

• RS256 
 
Token Endpoint Auth Methods Supported: 

• client_secret_post 

• client_secret_basic 

3 FASAMS Portal Web Services 

3.1 Overview 
All requests sent to the portal web services require a JWT access token retrieved from the security server.  The token 

needs to be added to the request utilizing a custom authentication header named “X-Auth-Token”.  An example is 

shown below. 

GET https://fasams-uat.myflfamilies.com/api/CustomerModule/User/CurrentUserSubmittingEntities 
X-Auth-Token: 
eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiIsIng1dCI6IjZvNWVYYzZBcmVPWFZqdEFWZDRrRTl6OHZGWSIsImtpZCI6IjZvNWVYYzZBc
mVPWFZqdEFWZDRrRTl6OHZGWSJ9.eyJpc3MiOiJodHRwczovL2xvY2FsaG9zdDo0NDMzMy9JZGVudGl0eS8iLCJhdWQiOiJodHRwczovL
2xvY2FsaG9zdDo0NDMzMy9JZGVudGl0eS9yZXNvdXJjZXMiLCJleHAiOjE1Mjg3MjY3MDIsIm5iZiI6MTUyODcyMzEwMiwiY2xpZW50X2
lkIjoiZmFzYW1zIiwic2NvcGUiOiJJZGVudGl0eVNlcnZlcjpVc2VyQWNjb3VudFNlcnZpY2VzIiwic3ViIjoiN2I0NGVlNzUtN2Y3NC0
0MTMxLWEzYmItZTYyMDA2ZGNmNzFhIiwiYXV0aF90aW1lIjoxNTI4NzIzMTAyLCJpZHAiOiJpZHNydiIsInVwZGF0ZWRfYXQiOjE1Mjcx
MjE2NjcsInRlbmFudCI6ImRlZmF1bHQiLCJwcmVmZXJyZWRfdXNlcm5hbWUiOiJzdWJvbmx5IiwiZW1haWwiOiJlcm90aEB2dC5lZHUiL
CJlbWFpbF92ZXJpZmllZCI6InRydWUiLCJodHRwOi8vc2NoZW1hcy54bWxzb2FwLm9yZy93cy8yMDA1LzA1L2lkZW50aXR5L2NsYWltcy
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9uYW1lIjoic3Vib25seSIsInJlbWFpbl9kYXlzIjoiNTgxLjI5ODIwNzA1MDk4IiwiYW1yIjpbInBhc3N3b3JkIl19.jRYBASmMgepIGP
vilHoOyGsMQFEOLBfrCao19iwoA95Ov0fKxgZOyL7Xh7QnqwRexmNrY5aNu064aQashWAJeG8n2HZYSxjY1tm46XTpOvzS9YPcQMlwrT5
yB_dzORyxNRwaA3gyu68aqdRDur992TpsTv8eBh9quq_C7WxW5p3H---mm1LACNp4bGvjeMRGmKJqt3rcvAqvv1ltwwU-
EDnhmH9eS7RljflSreaqbskXq3Ma_3NzK8eHTS_py0d8i5Hx-
luGu71kAXx5akLOYWtFRVASJHgVaVW4l4SiJ9Fx10SvFPbCfMP09YAmUoJ368dhfFPbS_s0UY4HO769lLDVvysxfbDLuQF9MIJzeyXHRC
64RlVchGspH0eHpNl76XQHMGV6tsG-9jEltBmRKGXJ-
4MMHY3438UovKqH9029dA1WzOUAVQVZ595DeQyIsNpOTWGx_90Qb7DYQPJ73051b7gEWV7wu-WsS-
oKiFIanC26x0Wl0geD6mqky8zWdSXQgauh-VhGSLAyqUVoRFgYnoMFKJMB_GPBteMJJBXUbifxUCEk-
nrTz5EhjOkwIKr2f2tmKs5kv3vPkiKVcEhBubi1XFGkHaTTyfYiWwdqUV6riZle_4g1QOheGfwpMz5L3w1fuyGMW30zFd3embxAmga0WF
hPM7t-7O8vevE 
Host: https://fasams-uat.myflfamilies.com 
Connection: Keep-Alive 

3.2 Portal Web Services 

3.2.1 Job 

(1) Get the submission job list 

url: https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/ListQuery 

Request type: POST 

Header: x-auth-token 

parameters:  

• skip 

• take 

• sortDirection 

• searchTerm 
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(2) Upload Files 

url:  https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/UploadFiles/{submittingEntityKey} 

request type: POST 

header: x-auth-token 

parameters:  

• file: <binary> 

• submittingEntityKey 
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(3) Job Workspace 

url:  https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/Workspace/{key} 

request type: GET 

header: x-auth-token 

parameters:  

• Key 

  

(4) Export job records To Excel file 

url:  https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/ExportToExcel/{key} 

request type: GET 

header: x-auth-token 

parameters:  

• Key 
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(5) Export job records To PDF file 

url:  https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/ExportToPDF/{key} 

request type: GET 

header: x-auth-token 

parameters:  

• Key 

 

3.2.2 User 

(1) Get all submitting entities 

url:  https://fasams-uat.myflfamilies.com/api/CustomerModule/User/CurrentUserSubmittingEntities 

request type: GET 

header: x-auth-token 

parameters:  none 
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